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CERT-In
Prelims & GS Paper - III

Context: Probing into cyberattack on some servers at the AIIMS in Delhi, the Indian
Computer Emergency Response Team has found that no policies were defined on their
firewall and in their network.

About CERT-In:
● The Indian Computer Emergency Response Team (CERT-IN or ICERT) is an office

within the Ministry of Electronics and Information Technology of the Government of
India.
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● CERT-IN was formed in 2004 by the Government of India under Section 70B of the
Information Technology Act, 2000.

● It is the nodal agency to deal with cyber security threats like hacking and phishing.
● It strengthens security-related defense of the Indian Internet domain.
● Functions:

➢ Collection, analysis, and dissemination of information on cyber incidents
➢ Forecast and alerts of cybersecurity incidents
➢ Emergency measures for cybersecurity incidents
➢ Coordination of cyber incident response facilities
➢ Issue guidelines, advisories, vulnerability notes and whitepapers relating to

information security practices, procedures, prevention, response and reporting of
cyber incidents.

Cyber Swachhta Kendra
● The "Cyber Swachhta Kendra" (Botnet

Cleaning and Malware Analysis Centre) is a
part of the Indian Computer Emergency
Response Team (CERT-In).

● It has been set up for analyzing
BOTs/malware characteristics and providing
information and enabling citizens for removal
of BOTs/malware.

● In addition, "Cyber Swachhta Kendra" will
strive to create awareness among citizens to
secure their data, computers, mobile phones
and devices such as home routers.

● The "Cyber Swachhta Kendra" collaborates
with industry and academia to detect systems
infected by bots.

● It also collaborates with the Internet Service
Providers to notify the end users regarding
infection of their system and providing them
assistance to clean their systems.

● The center will also enhance awareness of
common users regarding botnets, malware
infections and measures to be taken to prevent
malware infections and secure their
computers/systems/devices.

Other Tools:
● USB Pratirodh: This tool is a desktop security

solution, which controls the usage of
removable storage media like pen drives,
external hard drives, cell phones, and other
supported USB mass storage devices.

● App Samvid: This tool AppSamvid is a
desktop based Application for Windows
operating system which allows only a pre
approved set of executable files for execution.

Cyber Attacks in India in Recent Times:
● In October 2016, it was reported that as many

as 3.2 million debit cards from major Indian
banks were compromised due to a malware
injection in the Hitachi Payment Services
system.

● In April 2019, the Mumbai-based local search
engine Justdial was hit by a data breach that
leaked details, including names, mobile
numbers, email ids, occupations and
addresses of nearly 10 crore (100 million)
users.

● In October of 2020, the country’s financial
capital, Mumbai, was hit by a massive power
outage prompting the cancellation of train
services which brought the whole city to its
knees.

● Personally identifiable information of 500,000
Indian police personnel was put up for sale on
a database sharing forum.

● Edutech startup Unacademy disclosed a data
breach that compromised the accounts of 22
million users. Cybersecurity firm Cyble
revealed that usernames, emails addresses
and passwords were put up for sale on the
dark web.

● In September 2019, the Nuclear Power
Corporation of India (NPCI) confirmed that
India's largest nuclear plant, the Kudankulam
nuclear power plant was attacked by a
malware that collected information on the
plant's IT network.The breach was detected
after a data file with traces of the Dtrack
malware was uploaded on a cyber security
firm’s website.

● On 21 May 2021, it was reported that Air India
was subjected to a cyberattack whereas the
personal details of about 4.5 million customers
around the world were compromised.

● On 22 May 2021, it was reported that Dominos
India, subsidiary of Jubilant FoodWorks, had
witnessed a cyberattack and the data of 18
crore orders were leaked on the dark web
including order details, email addresses,
phone numbers and credit card details.
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Cybersecurity Threats Trends:
● In 2022, the total damage by cyberattacks reached $6 trillion.
● Cybercrimes have caused $2 trillion in damages so far.
● There’s a cyberattack every 39 seconds.
● A ransomware attack happens every 14 seconds.
● On average, small businesses spend less than $500 on cybersecurity.
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Down Syndrome
Prelims

About:
● Down syndrome is a condition in which a person has an extra chromosome.
● It is associated with intellectual disability, a characteristic facial appearance, and

weak muscle tone (hypotonia) in infancy.
● People with Down syndrome often have a characteristic facial appearance that

includes a flattened appearance to the face, outside corners of the eyes that point
upward (upslanting palpebral fissures), small ears, a short neck, and a tongue that tends
to stick out of the mouth.

● The parents of the affected
individual are usually genetically
normal.

● The probability increases from
less than 0.1% in 20-year-old
mothers to 3% in those of age 45.

● The extra chromosome is believed
to occur by chance, with no known
behavioral activity or environmental
factor that changes the probability.

● Down syndrome can be identified
during pregnancy by prenatal
screening followed by diagnostic

testing or after birth by direct
observation and genetic testing.

● Other Health Issues:
➢ Hearing loss
➢ Obstructive sleep apnea,

which is a condition where
the person’s breathing
temporarily stops while
asleep

➢ Ear infections
➢ Eye diseases
➢ Heart defects present at birth

Types of Down Syndrome:
● Trisomy 21: About 95% of people with Down syndrome have Trisomy 21.With this type

of Down syndrome, each cell in the body has 3 separate copies of chromosome 21
instead of the usual 2 copies.

● Translocation Down syndrome: This type accounts for a small percentage of people
with Down syndrome (about 3%). This occurs when an extra part or a whole extra
chromosome 21 is present, but it is attached or “trans-located” to a different
chromosome rather than being a separate chromosome 21.

● Mosaic Down syndrome: This type affects about 2% of the people with Down
syndrome. Mosaic means mixture or combination. For children with mosaic Down
syndrome, some of their cells have 3 copies of chromosome 21, but other cells have the
typical two copies of chromosome 21.
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Treatments:
● Down syndrome is a lifelong condition.
● Services early in life will often help babies and children with Down syndrome to improve

their physical and intellectual abilities.
● Most of these services focus on helping children with Down syndrome develop to their

full potential.

Chromosomes:
● Chromosomes are threadlike structures made

of protein and a single molecule of DNA that
serve to carry the genomic information from
cell to cell.

● In plants and animals (including humans),
chromosomes reside in the nucleus of cells.
Humans have 22 pairs of numbered
chromosomes (autosomes) and one pair of
sex chromosomes (XX or XY), for a total of 46

● The other 22 pairs are autosomes (non-sex
chromosomes) and look the same for both
males and females..

● Each pair contains two chromosomes, one
coming from each parent, which means that
children inherit half of their chromosomes from
their mother and half from their father.

● Chromosomes can be seen through a
microscope when the nucleus dissolves during
cell division. 

● At the ends of each of our chromosomes are
sections of DNA called telomeres. Telomeres
protect the ends of the chromosomes during
DNA replication by forming a cap, much like
the plastic tip on a shoelace.

Other Diseases related to Chromosomes:
● Fragile X Syndrome: Fragile X syndrome

(FXS), also known as Martin-Bell syndrome, is
an inherited condition that causes
developmental delays, intellectual disabilities,
learning and behavioral issues, physical
abnormalities,anxiety,attention-deficit/hyperacti
vity disorder and/or autism spectrum disorder,
among other problems.

● Klinefelter Syndrome: Klinefelter syndrome
(KS) is a genetic condition where there’s an
extra X chromosome present in a male’s
genetic code. Instead of having a total of 46
chromosomes, they have 47 — with two
copies of the X chromosome and one copy of
the Y chromosome (47,XXY). There are some
forms (called mosaic) where only some (not
all) of the person’s cells have this change
(other cells can either have the typical 46 XY,
or can have another abnormality).

● Turner Syndrome: Turner syndrome (TS),
sometimes referred to as congenital ovarian
hypoplasia syndrome, is a genetic disorder. It
is the most common sex chromosomal
abnormality affecting girls and women. More
specifically, it’s a problem with one of the two X
chromosomes -- the thread-like structures
inside cells that are made of DNA.

● Patau Syndrome: Patau's syndrome is a
serious rare genetic disorder caused by having
an additional copy of chromosome 13 in some
or all of the body's cells. It's also called trisomy
13.

● Edward Syndrome: Edwards syndrome, also
known as trisomy 18, is a very severe genetic
condition that affects how your child’s body
develops and grows. Children diagnosed with
trisomy 18 have a low birth weight, multiple
birth defects and defining physical
characteristics.
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Indian Pharma Sector
Prelims & GS Paper - III

Context: India’s pharmaceutical industry is expected to grow at a compound annual rate
of 12% and reach 130 billion USd by 2030.

About:
● India is the largest provider of generic drugs globally. The Indian pharmaceutical

sector supplies over 50% of global demand for various vaccines, 40% of generic
demand in the US and 25% of all medicine in the UK.

● Globally, India ranks 3rd in terms of pharmaceutical production by volume and 14th
by value.
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● The domestic pharmaceutical industry includes a network of 3,000 drug companies and
~10,500 manufacturing units.

● According to the Confederation of Indian Industry, India’s API industry is ranked the
third largest in the world, and the country contributes approximately 57 percent of APIs
to the pre-qualifi ed list of the WHO.

● According to the Indian Economic Survey 2021, the domestic market is expected to
grow 3x in the next decade. India’s domestic pharmaceutical market is at US$ 42
billion in 2021 and likely to reach US$ 65 billion by 2024 and further expand to reach
~US$ 120-130 billion by 2030.

● India’s biotechnology industry comprises biopharmaceuticals, bio-services,
bio-agriculture, bio-industry, and bioinformatics. The Indian biotechnology industry was
valued at US$ 70.2 billion in 2020 and is expected to reach US$ 150 billion by 2025.
India’s medical devices market stood at US$ 10.36 billion in FY20.

● The market is expected to increase at a CAGR of 37% from 2020 to 2025 to reach
US$ 50 billion. Indian pharmaceutical exports stood at US$ 24.44 billion in FY21 and
US$ 22.21 billion in FY22 (until February 2022).

● As of May 2021, India supplied a total of 586.4 lakh COVID-19 vaccines, comprising
grants (81.3 lakh), commercial exports (339.7 lakh) and exports under the COVAX
platform (165.5 lakh), to 71 countries.

● Indian drugs are exported to more than 200 countries in the world, with the US being the
key market. Generic drugs account for 20% of the global export in terms of volume,
making the country the largest provider of generic medicines globally.

● India’s drugs and pharmaceuticals exports stood at US$ 3.76 billion between April 2021
and May 2021.

● The foreign direct investment (FDI) inflows in the Indian drugs and pharmaceuticals
sector reached US$ 1.206 billion between April-December 2021. In FY21, North America
was the largest market for India’s pharma exports with a 34% share and exports to the
US, Canada, and Mexico recorded a growth of 12.6%, 30% and 21.4%, respectively.

Why are Pharmaceutical clusters more in Western
part of the country?

● Proximity to the trade ports influences this
sector for the export of key and crucial
medicines.

● Better accessibility to capital due to the taste
of trading and business has been there for a
very long time.

● Government policies of Maharashtra and
Gujarat give that conducive environment and
better ecosystem in terms of ease of doing
business.

● Proximity to petrochemical hubs for the
processing of the raw materials.

Concerns related to Indian Pharmaceuticals:
● India imports almost 80% of the Active

Pharmaceutical Ingredient (APIs) from China,
which forms the base of the drug.

● International barriers due to imposition of
sanitary and phyto-sanitary provisions create a
deadlock for the Indian pharmaceutical to
export its medicines in a better and smoother
way.

● Provisions like Drug Price Control Order
somewhere creates a mindset in the pharma
preneurs to lower the price of essential drugs.

● Stronger IP regulations has always been a
form of hurdle for India who wants to sell
generic drugs at a cheaper rate but faces
roadblocks from several European countries
and USA

● Tropical climate of the country with a not so
consolidated cold chain ecosystem
somewhere compels to inhibit the growth of
the pharmaceutical industry.
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Morality Police
Prelims & GS Paper - IV

Context: Iran has abolished the morality policy, according to an announcement by the
attorney general carried on state media, following the months of protests set off by the
death of a young woman who was held by the force for supposedly violating the
country's strict Islamic dress laws.

About:
● Islamic religious police (also sometimes known as morality police or sharia police) are

official Islamic vice squad police agencies, often in Islamic countries, which enforce
religious observance and public morality on behalf of national or regional authorities
based on its interpretation of sharia

● "Gasht-e-Ershad," which translates as "guidance patrols," and is widely known as the
"morality police," is a unit of Iran’s police force established under former hardline
president Mahmoud Ahmadinejad.

● Morality police squads have in the past been made up of men wearing green uniforms
and women in black chadors, garments which cover the head and upper body.

● Those detained by the "morality police" are given a notice or, in some cases, are taken
to a so-called education and advice center or a police station, where they are
required to attend a mandatory lecture on the hijab and Islamic values.

● They then have to call someone to bring them "appropriate clothes" in order to be
released.
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● The powers and responsibilities of Islamic religious police vary by country, but in
contrast to the enforcement of laws against crimes like robbery and murder by
conventional police forces, Islamic religious police have focused more on such issues as
preventing the consumption of alcohol, mixing of men and women, playing of
music and public display of affection, western practices such as Valentine's Day or
Christmas gifts, making sure women (but also sometimes men) observe Islamic dress
code, and that Muslims are not skipping salat prayer attendance.

● They are sometimes portrayed as parapolice forces that mostly give citations and
warnings, but in most countries they have powers similar to sworn police officers,
including the power to detain people.

● The practice is generally justified with reference to the doctrine of hisba, which is based
on the Quranic injunction of enjoining good and forbidding evil, and refers to the duty of
Muslims to promote moral rectitude and intervene when another Muslim is acting
wrongly.

● In pre-modern Islam, its legal implementation was entrusted to a public official called
muhtasib (market inspector), who was charged with preventing fraud, disturbance of
public order and infractions against public morality.

Note:
● Islamic religious police organizations have been controversial both locally and internationally. Although

these institutions tend to have support from conservative currents of public opinion, their activities are
often disliked by other segments of the population, especially liberals, urban women, and younger people.

● Saudi Arabia: Reforms made by Saudi rulers in 2016 sharply curtailed the authority of the Saudi religious
police.

● Iran: Former Iranian president Hassan Rouhani has criticized Iran's religious police, but the president
does not have control over it under the Iranian constitution.

● Malaysia: The Malaysian religious authority, known as the Federal Territories Islamic Religious
Department (JAWI), enforces religious standards. Punishable offenses include khalwat, the offense of
being in close proximity to any forbidden member of the opposite sex. Adultery is also an offense and
may lead to up to two years in prison.

● Nigeria: In the Nigerian state of Kano, the religious police has had a contentious relationship with the civil
police force. Some incidents where the religious police were widely viewed as overstepping their mandate
have received broad public condemnation.

Hijab Laws in Iran:

● Wearing the hijab became
mandatory in Iran in 1983. It was not
until 2006 that the unit began
patrolling the streets, tasked with
enforcing the laws on Islamic dress
code in public.

● According to Iranian law, all women
above the age of puberty must wear
a head covering and loose clothing
in public, although the exact age is
not clearly defined. In school, girls
typically have to wear the hijab from
the age of seven, but that does not
mean they need to necessarily wear
it in other public places.

● A major part of Iran’s social
regulations are based on the state's
interpretation of Islamic Sharia law,
which requires both men and women
to dress modestly. However, in
practice, the "morality police" have in
the past primarily targeted women.

● There are no clear guidelines or
details on what types of clothing
qualify as inappropriate, leaving a lot
of room for interpretation and
sparking accusations that the
"morality" enforcers arbitrarily detain
women.
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Rhinoceros
Prelims & GS Paper - III

Context: According to the State of Rhino Report 2022, the poor sighted herbivore’s
number in Kaziranga is an estimated 2613 more than 65% of its total population of 4014
across all habitats in India and Nepal.

Rhinoceros:
● A rhinoceros, commonly abbreviated to rhino, is a member of any of the five extant

species (or numerous extinct species) of odd-toed ungulates in the family
Rhinocerotidae.
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● They are some of the largest remaining megafauna: all weigh at least one tonne in
adulthood.

● Rhinos have a herbivorous diet, small brains (400–600 g) for mammals of their size,
one or two horns, and a thick (1.5–5 cm), protective skin formed from layers of
collagen positioned in a lattice structure.

● They generally eat leafy material, although their ability to ferment food in their
hindgut allows them to subsist on more fibrous plant matter when necessary.

● Unlike other perissodactyls (a group of herbivorous mammals characterized by the
possession of either one or three hoofed toes on each hindfoot), the two African species
of rhinoceros lack teeth at the front of their mouths; they rely instead on their lips to
pluck food.

● Most rhinoceroses are solitary. Individuals usually avoid each other, but the white
rhinoceros lives in groups of up to 10 animals. In solitary species the home territory is
crisscrossed with well-worn trails and often marked at the borders with urine and piles of
dung.

● Rhinoceroses have poor eyesight but acute senses of hearing and smell. Most
prefer to avoid humans, but males, and females with calves, may charge with little
provocation.

● One of the features of very large body size in mammals is a low reproductive rate. In
rhinoceroses, females do not conceive until about six years of age; gestation is long (16
months in most species), and they give birth to only one calf at a time.

● The period of birth between calves can range from 2 to 4.5 years.

Hunting and Poaching:
● Although rhinos are large and aggressive and have a reputation for being resilient, they

are very easily poached; they visit water holes daily and can be easily killed while they
drink.

● Rhinoceros horns are used in traditional medicines in parts of Asia, and for dagger
handles in Yemen and Oman.

● It is a common misconception that rhinoceros horn in powdered form is used as an
aphrodisiac or a cure for cancer in traditional Chinese medicine.

● Vietnam reportedly has the biggest number of rhino horn consumers, with their
demand driving most of the poaching, which has risen to record levels.
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Indian Rhino Vision 2020:
● Launched in 2005, Indian Rhino Vision 2020 was an ambitious effort to attain a wild

population of at least 3,000 greater one-horned rhinos spread over seven protected
areas in the Indian state of Assam by the year 2020.

● The identified protected areas are: Kaziranga National Park, Pobitora Wildlife Sanctuary,
Orang, National Park, Manas National Park, Laokhowa Wildlife Sanctuary, Burachapori
Wildlife Sanctuary and Dibru Saikhowa Wildlife Sanctuary.

● International Rhino Fund and Indian Rhino Vision 2020 partnered with local communities
for protecting and monitoring existing populations by constructing guard posts, patrol
roads, and bridges.
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